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TO:

Supervisor/Trainer, Employee



FROM:  
Human Resources Office

SUBJECT:
USDA eAuthentication Credentials  
The Department of Agriculture (USDA) is expanding the employee credentialing effort under the USDA eAuthentication service to provide USDA eAuthentication Employee Accounts with Level 2 Access to all USDA employees.  The USDA eAuthentication Employee Accounts with Level 2 Access will have credentials or standardized User IDs and passwords.  Employees will be able to use their standardized USDA eAuthentication service credential across the wide range of Internet (Web) based applications as the applications are integrated with the USDA eAuthentication service or the government-wide E-Authentication architecture.  For example, these credentials will be the login required to access AgLearn, USDA’s enterprise learning management system; and NRCS WebTCAS, our time and attendance reporting application.  
Standard On-line Self Registration Process: 
In order to complete this task, you will need information from the following sources: 

Earnings and Leave Statement (E&LS) AD-334:  Earnings and Leave Statements are either received in the mail or are accessed over the internet via the Employee Personal Pages, at https://www.nfc.usda.gov/personal/index2.asp.  

Personnel Action Form (PAF) SF 50-B: Personnel Action Forms are received by USDA employees whenever there is any change in their employment status or conditions, and are received at least once a year.  On the Personnel Action Form, the Duty Station Code can be found in Box 38, the Agency in Box 22 and the Service Comp. Date in Box 31.  If you are unable to locate any historical Personnel Action Forms, you should contact your State Office Human Resources (HR) representative to receive this information. 
Attached to this memo you will find a Job Aid, to assist you in registering for USDA eAuthentication credentials.  For more information about this process, you may contact Judy Kreger, Human Resources Assistant, at (503) 414-3221. 
For technical assistance or password resets, please contact the eAuthentication Help Desk at eAuthHelpDesk@usda.gov.

Attachment:

Attachment A

USDA eAuthentication Employee Credentialing Job Aid

Standard On-line Self-Registration Process

To obtain a USDA eAuthentication employee credential, all NRCS employees (that have been employed at least 2 pay periods) should go to http://www.eauth.egov.usda.gov/EmployeeAccount.

The three (3) steps to self-register are:

STEP 1 of 3: Employment Verification 
STEP 2 of 3: Account Creation

STEP 3 of 3: Account Activation and Email Verification

STEP 1 of 3: Employment Verification

You will need the following information:

	DATA POINT
	CRITERIA

	First Name, Last Name
	Please enter exactly as shown on Earnings and Leave Statement AD-334.

	Social Security Number
	Please enter your complete 9 digit Social Security Number

	Date of Birth
	Please enter exactly as in Box 3 of your most recent Personnel Action Form SF 50-B

	State and City
	Please enter exactly as on Name and address box of your Earnings and Leave Statement AD-334.

	Agency Name
	Please select your primary USDA agency affiliation from the drop down box exactly as it appears in Box 22 of your Personnel Action Form SF-50. If you work for more than one agency, please select your primary agency affiliation. If your agency is not listed, please select the option closest to what you think the correct choice is.

	Duty Station Code
	Please enter exactly as shown in Box 38 of your most recent Personnel Action Form SF 50-B using the following format:   ##-####-###

	Service Comp. Date (Leave)
	Please enter exactly as shown in Box 31 of your most recent Personnel Action Form SF 50-B using the following format:    ##-##-##

	What is the NET amount of your last paycheck?
	Please enter the NET (the amount after all deductions are taken) amount shown on latest Earnings and Leave Statement 
AD-334, $######. ##
DO NOT ENTER  GROSS YEARLY  AMOUNT

	Pay Plan, Grade and Step
	Please select the Pay Plan, Grade and Step shown on your latest Earnings and Leave Statement AD-334.


Enter the information required on the initial screen, then click Next.  View the information on the continuation screen, VERIFY THE INFORMATION TO ENSURE IT IS CORRECT, if it is correct then continue by clicking Submit.  If you made an error, click the Back button to make the modifications then continue.
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The information you entered will be compared to data stored for payroll and personnel purposes at the National Finance Center (NFC).  

The information entered into the USDA eAuthentication service is handled through secure channels and is used only to validate your identity against information already known and stored at NFC.  If all of the data you enter matches the data held at NFC, you will be electronically issued a USDA eAuthentication Employee Account (User ID and password) with Level 2 assurance through this process. 
STEP 2 of 3: Account Creation
On the following screen, create and enter your User ID and password, enter your email address, then click Next.  View the information on the continuation page, VERIFY THE INFORMATION TO ENSURE IT IS CORRECT, if is correct then continue by clicking Submit. If you made an error click the Back button to make modifications then continue.  

USER ID format: 
NRCS will continue to use a log in ID that is 2 letters followed by 6 numbers.   This is the same as the ID issued by iCAMS. For example:  Jane Brooks would have a log in ID of JB048522 with the “J” being the first letter of the first name and “B” being the first letter of the last name and the 048522 being a numeric identifier generated from iCAMS.
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SECURITY CAUTION!

Once you have confirmed your eAuthentication employee credential, it will become your official electronic identity online throughout USDA.  Please take great care in protecting your password and the security questions that you stored (Mother's Maiden Name, PIN, and Date of birth) - IT IS YOUR RESPONSIBILITY TO KEEP THIS ELECTRONIC IDENTITY PRIVATE TO PREVENT IDENTITY THEFT.  PLEASE DO NOT SHARE THIS PASSWORD OR WRITE IT DOWN IN AN INSECURE LOCATION.

STEP 3 of 3: Account Activation and Email Verification 

On the following screen, you will receive notification that you either succeeded or failed to match your entered data to the NFC data.  Instructions on the screen will explain your next steps depending on whether the data matched correctly or not. 
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If you successfully match your information against NFC data, the instructions will explain how to confirm your email account in accordance with Government-wide standards before your USDA eAuthentication Employee Account with Level 2 Access is active.  Within 24 hours, you will receive an email from the USDA eAuthentication Help Desk containing an activation link.  Click this link to verify your email and activate your USDA eAuthentication Employee Account with Level 2 Access.  

If you do not successfully match your information against NFC data, the instructions will explain how to proceed to reconcile the difference in the data.  In some cases, employees may need to work with their HR representatives to resolve differences.   

You will need to confirm your email account in accordance with Government-wide standards before your USDA eAuthentication Employee Account with Level 2 Access is active.  Within 24 hours, you will receive an email from the USDA eAuthentication Help Desk containing an activation link; click this link to verify your email and activate your USDA eAuthentication Employee Account with Level 2 Access. 
Additional Help
If you need further assistance with the USDA eAuthentication Employee Account with Level 2 Access self-registration process, please visit www.eauth.egov.usda.gov/employeeActivateHelp.html
Payroll and Personnel Data Discrepancies

If the system is not able to verify your payroll and personnel information, an account cannot be issued for you.  You will need to contact your HR Representative to update or recover your payroll and personnel data before attempting to re-try your registration.  Information may take up to 72 hours to be updated in the NFC system and the eAuthentication service.

For assistance or questions about the registration process, please contact your HR office, Judy Kreger, Human Resources Assistant, at (503) 414-3221 or judy.kreger@or.usda.gov.

For technical assistance with the eAuthentication system, please contact the USDA eAuthentication Help Desk at eAuthHelpDesk@usda.gov.
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